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Summary of Changes
The model policy has beenrevised to reflect these changes to the statutory guidance as outlined below.

Page Section Amendment Date of
Ref. Change
Throughout | Policy updated following Brexitand the adopting of the GDPRinto | April
the UK law as the UK GDPR 2021
document
4 1.1 Updatedto include the UK GDPR legislation Jan 2021 and April
statutory guidance including new guidance fromthe ICO 2021
4 4 Updatedto include applicable data thatfallsunderthe UK GDPR April
2021
7 5 Updated and section added toinclude new guidance forthe role April
of the DPO and accountability 2021
7 6-7 Updatedin line with guidance from the ICOandin line with UK April
GDPR requirements 2021
9 8 New sectionaddedtoinclude reaffirmation regarding historical April
consentunder EU GDPR 2021
10-17 9- 19 Renumberedinlinewith new sections added April
2021
11 9.5.2 Updated the requirements around passwords April
2021
18 Appendices | Appendix 2updatedtoinclude online reporting and Staff Privacy Nov
Notice 2021
Appendix 3 Privacy Notice for Parents and Guardians added
Appendix 4Subject Access Request templateadded
20-25 Appendix 2a | Appendix 2aupdatedinline with changesto DPO contact details April
and updates from the DfE/UKGDPR 2022
3 Contents Page numbers updated April
2022
Throughout | ReferencetoE-SafetyandICT Acceptable Use Policy replaced with | April
Online Policy 2022
Throughout | Centraland DoNESC Team postal address and phone numbers May
updated throughout 2022
Trust Data Protection, Subject Access, Information Security & Freedom of Information Sept 2021 Page 2 of 32



Contents

1. PUrpose and 1e8al framEWOIK .......ouuuiii ettt e e e e e e ettt e e e e e e ee ettt eeeeesestbraeaeaaaeeaeres 4
2. Data Controller and reSPONTING.......ccee i i e e et e e e e e e e e e et reeeeeeeeeeeasaaaaaeaeeeeesssanaeeeeeeenennenn 4
3. Notification with the Information Commissioner's Office (ICO) ......eeeiiiiiiiiiiiiiiieeeeeee e 4
4. Applicable data and core rights of data SUDJECES ......ceieiiieiiiiee e e 4
5. Accountability and the Data Protection OffiCer.......cuu i 6
R D) - [ @o] | [=Tot o o TSP PRSP PPTPPRTRN 7
2 I 1T (UL (o Yo K] =PSRN 8
T o] 1= o) OO UPPRRPPTRPIRN 9
9. INT O MATION SECUNTY ...uiieiieeiiicee e et e e e e e e e et et e e e e e e eee ittt e eeeeeeseeaataaeeeeessastaanaeeeeesessssnannns 10
10. Disposal Of INfOrMatioN.......ccoiiiieiiicee e e e e e e e e et e e e e e e e e e et e e e e e e eeeartaaaeaes 12
Y U oY Yot Yool Ty =T 11 ] P 13
12. Sharing Personal INfOrMATtION ...ttt sttt a bbb e ebebabe st bebeanasetes seebns 13

I oY e T oIl B - = T = T o S 13
VY] o ] (TP POPPRP PPNt 14
1 T O Y U 14
S o e T o == o] 1 LY USRI 14
A o o 1ol T V= o 1Y @ 1 1T S 14
B =T T = PSPPI 14
19 Freedom of Information PUBlICation SCNEME ... ettt 14

Appendix TREPOrtingadata BrEach ... s s s 18

Appendix 2 Risk Assessment/Reporting guidance forthe ICO......eeeeecceeeeeeeee et sen e sesenens 19

Appendix 2a Trust Privacy NOTtiCe FOr STaff.... ..ottt et et sa et nes 20

Appendix 3Trust Privacy NOtice fOr Par@nts/GUardians.......oeeeeeeeieeeeseeeeeeteeeesee e seessssssesesesesssesssesesesssssssesessseses 26
Appendix 4Subject ACCESS REQUESTLEMPIALE.......cccuiieeeeee ettt et ettt e s sbe e beanebans 32

Trust Data Protection, Subject Access, Information Security & Freedom of Information Sept 2021 Page 3 0f 32



1. Purpose and legal framework

1.1

The purpose of this policy and procedure is to ensure compliance of the Diocese of Norwich Education
and Academies Trust (“the Trust”) with all its obligations and with due regard to all relevantlegislation
and statutory guidance. These include, but are notlimited to, the following:

e The UK General Data Protection Regulation (UK GDPR)

e Freedom of Information Act 2000

e The Education (Pupil Information) (England) Regulations 2005 (as amended in 2016)

e The Freedom of Information and Data Protection (Appropriate Limit and Fees) Regulations 2004

e School Standards and Framework Act 1998

e Data Protection Act 2018
This policy also has regard to the following guidance.

e [CO(2021) “Guide tothe UK General Data Protection Regulation (UK GDPR)

e DfE(2018) “Data protection:a toolkitforschools”

2. Data Controllerand responding

2.1.

211
2.2

2.3.

2.4.

2.5.

The Trust is the Data Controlleras definedinthe United Kingdom General Data Protection Regulations
Jan 2021 (UK GDPR).

The individual academy is the Data Processor as defined inthe UK GDPR.

All Freedom of Information (FOI) requests will be dealt with by the Trust and academies should refer
any such requeststothe Chief Executive Officer.

Any FOI request from anindividual for theirown personally identifiable datais treated underthe GDPR
as a Subject Access Request (SAR) and can be dealt with by the individual academy. Otherwisean FOI
thatis:

a. complex;and/or

b. potentially contentious; and/ or

c. hasareputational risk; and or

d. has alegalrisk

should be referred to the Chief Executive Officer.

Day-to-day personally identifiable information / datarequests should be dealt with by the academies
Data Processor.

If in doubt, refer any information request to the Trust Data Protection Officer.

3. Notification with the UK’s Supervisory Authority — the Information Commissioner’s Office (1CO)

3.1
3.2.

The Trust has notified the ICO viathe appropriate template.

The Trust will renew the registration as required. In addition, if the Trustintroduces any new purposes
for processing personal information then it will notify the ICO by e-mail at notification@ico.gsi.gov.uk,
requesting that the new purpose be includedinthe registration.

4. Applicable data and core rights of data subjects

4.1.

For the purpose of this policy, ‘personal data’ refers toinformation that relates toanidentifiable, living
individual, includinginformation such as an online identifier, e.g. an IP address. The UK GDPR appliesto
both automated personal dataand to manual filing systems, where personal datais accessible according
to specificcriteria, as well as to chronologically ordered data and pseudonymised data, e.g. key-coded.
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4.2

4.4

‘Sensitive personal data’ isreferred tointhe UK GDPR as ‘special categories of personaldata’, and is
definedas:
Geneticdata.
Biometricdata.
Data concerning health.
Data concerninga person’s sex life.
Data concerninga person’s sexual orientation.
Personal datawhichreveals:
Racial or ethnicorigin.
Political opinions.
Religious or philosophical beliefs.
Trade union membership.
Principles.
Under the requirements outlined in the UK GDPR, personal datawill be:
Processed lawfully, fairlyandin a transparent mannerinrelationtoindividuals.
Collected forspecified, explicit and legitimate purposes and not further processed inamannerthatis
incompatible with those purposes; further processing forarchiving purposesin the publicinterest,
scientificor historical research purposes or statistical purposes shall not be considered to be
incompatible with the initial purposes.
Adequate, relevantand limited towhatis necessaryinrelationtothe purposesforwhichtheyare
processed.
Accurate and, where necessary, kept up-to-date; every reasonable step must be taken to ensure that
personal datathat are inaccurate, having regard to the purposes forwhich they are processed, are
erased or rectified without delay.
Keptina formwhich permitsidentification of datasubjects for no longerthanis necessary forthe
purposes forwhich the personal dataare processed; personal data may be stored for longer periods,
insofaras the personal datawill be processed solely for archiving purposesinthe publicinterest,
scientificor historical research purposes or statistical purposes, subject toimplementation of the
appropriate technical and organisational measures required by the UK GDPR in order to safeguard the
rightsand freedoms of individuals.
Processedinamannerthat ensures appropriate security of the personaldata, including protection
againstunauthorised orunlawful processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures.
The UK GDPR alsorequires that “the controller shall be responsible for, and able to demonstrate,
compliance with” the above principles. Italsorequiresthatdatais processed responsibly by the Data
Controllerand Data Processor (defined in Section 2) under the accountability principle. Academies and
central team will work togetherto ensure that there isa robust systemin place to handle Pll and
document decisions taken aboutthe processing activity.
The eight core rights of datasubjects are summarized as follows:

e Therighttobeinformed

o Theright of access

o Theright to rectification

e Theright to erasure

e Theright to restrict processing

e Theright to data portability

e Theright to object
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e Rightsinrelationtoautomated decision making and profiling

5. Accountability and Data Protection Officer (DPO)

51

5.2

The Trust is committed to being clearand transparentabout what type of personal information we hold
and how it isused. The Trust will implement appropriatetechnicaland organisational measures to
demonstrate that datais processedinline with the principles set outin the UK GDPR, and will provide
comprehensive, clearand transparent privacy policies (see Appendix 3)

Additional internal records of the Trusts processing activities will be maintained and kept up to date
held onsite by individual academies. Internal records of processing activities will include the following:
Name and details of the organisation

Purpose(s) of the processing

Description of the categories of individuals and personal data

Retention schedules

Categories of recipients of personal data

Description of technical and organisational security measures

Details of transfers to third countries, including documentation of the transfer mechanism safeguardsin
place

The Trust will also document otheraspects of compliance with the UK GDPR and Data Protection Act
where thisis deemed appropriatein certain circumstances by the DPO, including the following:
Information required for privacy notices, e.g. the lawful basis forthe processing

Records of consent

Controller-processor contracts

The location of personal data

Data Protection Impact Assessment (DPIA) reports

Records of personal data breaches

The Trust and individual academies will implement measures that meet the principles of data protection
by design and data protection by default, such as:

Minimising the processing of personal data.

Pseudonymising personal dataas soon as possible.

Ensuring transparency in respect of the functions and processing of personal data.
Allowingindividuals to monitor processing.

Continuouslycreating and improving security features.

Data Protection Impact Assessments (DPIAs) will be used to identify and reduce data protection risks, where

5.5

appropriate

A DPO will be appointed by the Trustin order to:

Inform and advise the Trust and its employees about their obligations to comply with the UK GDPR and
otherdata protection laws.

Monitorthe Trust’s compliance with the UK GDPR and otherlaws, including managinginternal data
protection activities, advisingon DPIAs, conductinginternal audits, and providing the required training
to staff members.

Cooperate withthe ICO and act as the first point of contact for the ICO and forindividuals whose datais
being processed.

The DPO is responsible for:

Coordinating a proactive and preventative approach to data protection.

Calculating and evaluating the risks associated with the Trust’s data processing.

Havingregard to the nature, scope, context, and purposes of all data processing.

Prioritising and focussing on more risky activities, e.g. where special category datais being processed.
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5.7

6. Data
6.1.

6.2.
6.2.1.

6.3.
6.3.1.

6.3.2.

6.3.3.
6.3.4.

6.4.
6.4.1.

6.5.
6.5.1.

Promotinga culture of privacy awareness throughout the Trustand academy community.

The individual appointed as DPO will have professional experience and be highly knowledgeable about
data protection law, particularly thatin relation to academies. An existing employee will be appointed
to the role of DPO provided that their duties are compatible with the duties of the DPO and do notlead
to a conflict of interests.

The DPO will operate independently and will not be dismissed or penalised for performing their duties.
Sufficient resources and appropriate access will be provided tothe DPO to enable themto meettheir
UK GDPR obligations.

The DPO will reporttothe highest level of managementat the Trust, whichisthe Trust Board.

Staff will ensure thattheyinvolve the DPOin all data protection matters closelyandina timely manner.

Collection
The Trust is committed to being clearand transparentabout what type of personal information we hold
and how it isused. The Trust and academies will maintain internal records of processing activities. The
Trust and individual academy will publish ‘Privacy Noticefor Pupils/Students and their Parents and
Guardians’ (Appendix 3) on both academy and Trust websites.
Whydo we collectinformation?
The Trust collects information about our pupils and holds this personal data so that we can:

a. Supporteach pupil’slearning;

b. Monitorand report on each pupil’s progress;
C. Provide appropriate pastoral care and othersupportto each of our pupils; and
d. Assess how well each pupilisdoingandreport onthat to the parents.

What type of information do we collect?

The information will include: personal data such as name and date of birth as well as contact details;
educational performance assessments; attendance information; and, pastoral information. It willalso
include sensitive personal data such as: ethnicity; special educational needs; biometric data (fingerprint
recognition —High School catering), behavioural incidents; and, medical information that will help us to
support each pupil’s education and wider welfare needs at the Trust. Thisinformationis collected
directly fromthe parent/guardian orindirectly from the local authority orfeederschool forexample.
We will also hold personal contactinformation about parents and carers so that we can get hold of you
routinely orinan emergency.

Where CCTV is used by the Trust this will is for security and the prevention and detection of crime.
Pupil photographs may be included as part of their personal dataand this will be treated with the same
level of confidentiality as all other personal data (see sections 13.2. and 15.1.).

Do we share this information with anyone else?

We do not share any of this data with any otherorganisation without your permission except where the
law or governmental returns require it. We are required to provide pupildatato central government
through the Department for Education (DfE) (www.education.gov.uk) and the Education Funding
Agency (EFA) (www.education.gov.uk/efa). Where itis necessary to protecta child, the Trust will share
data with agencies such as the Local Authority Children’s Social Services and/orthe Police.

Can we see the personal data that you hold about our child?

All pupils have arightto have a copy of all personal information held aboutthem, with the exception of
those identified in 6.5.3. A request fora copy of the personal information can be made by a parentor
guardianinwriting, butitshould be remembered that the personal information belongs to the child
(regardless of age) albeit the request may come from a parentor guardian. If we are confident thatthe
child can understand theirrightsthen we will respond to the child ratherthan a parent or guardian,
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6.5.2.
6.5.3.

6.5.4.

6.6.
6.6.1.

6.6.2.

takinginto account that if the child is able to understand (in broad terms) what it means to make a
subjectaccess requestand how to interpret the information they receive as aresult of doing so. Any
feesallowable underthe GDPR (referenced in this document) may be waived in the case of a request
froma child. When considering borderline cases of whethertorelease the information to the child we
will take into account, amongother things:

a. the age of the child, if aged 13 or overinformed consent must be given by the young
person, unless they have special needs whichimpact on their ability to make decisions
like this:

b. the child’s level of maturity and their ability to make decisions like this;

c. the nature of the personal data;

d. any court orders relating to parental access or responsibility that may apply;

e. any duty of confidence owed to the child or young person;

f.any consequences of allowing those with parental responsibility access to the child’s or
young person’sinformation. Thisis particularly importantif there have been
allegations of abuse orill treatment;

g. any detrimenttothe child oryoungpersonifindividuals with parental responsibility
cannot access thisinformation; and

h. any views the child oryoung person has on whethertheir parents should have access to

information aboutthem.

Copies of examination scripts are not available forrequest.
Information would be withheld if there was a child protectionrisk, specifically:

a. Theinformation might cause serious harmtothe physical or mental health of the pupil

or anotherindividual;

b. Where disclosure would revealachildis at risk of abuse;

¢. Information contained inadoption orparental orderrecords; and

d. Information giventoacourtin proceedings underthe Magistrate’s Courts (Children and

Young Persons) Rules 1992.

To protect each child’s right of confidentiality underlaw the Trust reserves the right to check the
identity of aperson makinga requestforinformation onachild’s behalf. Once any identity check has
beencompleted and any fee due paid, the information will be collected and provided within one
calendarmonth.
Can we see our child’s educational record?
All parents can request a copy of theirchild’s educational record (noting Section 6.5). Arequest must be
made in writing to the Trust. The Educational Record includes curriculum, assessment, pastoral and
behavioural information thatis stored by the Trust. Only information thathas come froma teacheror
employeeof the Trust or an educational professional contracted by the Trust can be considered toform
part of the educational record.
If you wanta printed copy of the educational record the Trust will respond to the request within one
calendarmonth.

7.Lawful Processing

7.1

The legal basis for processing data will be identified and documented priorto databeing processed.
Under the UK GDPR, data will be lawfully processed underthe following conditions:

The consent of the data subject has been obtained

Processingis necessary foracontract held with the individual, or because they have asked the school to
take specificsteps before enteringinto a contract

Processingis necessary forcompliance with alegal obligation (notincluding contractual obligations)
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7.2

7.3

Processingis necessary forthe performance of atask carried outin the publicinterestorin the exercise
of official authority vested in the controller

Processingis necessary for protectingvital interests of a data subject or another person, i.e. to protect
someone’s life

Processingis necessary forthe purposes of legitimateinterests pursued by the controlleror a third
party, except where suchinterests are overridden by the interests, rights or freedoms of the data
subject—this conditionis notavailable to processing undertaken by the school in the performance of its
tasks

The Trust will only process personal data without consent where any of the above purposes cannot
reasonably be achieved by other, less intrusive means or by processing less data.

Sensitivedatawill only be processed underthe following conditions:

Explicit consent of the datasubject

Processing carried out by a not-for-profit body with a political, philosophical, religious ortrade union
aim provided the processing relates only to members orformer members (orthose who have regular
contact withitin connection with those purposes) and provided there is no disclosureto a third party
without consent

Processingrelatesto personal data manifestly made publicby the data subject

Processingis necessaryfor:

Carrying out obligations under employment, social security or social protection law, ora collective
agreement

Protectingthe vital interests of adata subject or anotherindividual where the datasubjectis physically
or legallyincapable of giving consent

The establishment, exercise or defence of legal claims orwhere courts are actingin theirjudicial
capacity

Reasons of substantial publicinterest with abasisinlaw whichis proportionate to the aim pursued and
which contains appropriate safeguards

The purposes of preventative or occupational medicine, forassessing the working capacity of the
employee, medical diagnosis, the provision of health orsocial care or treatment or management of
health or social care systems and services with abasisin law

Reasons of publicinterestin the area of publichealth, such as protecting against serious cross-border
threats to health or ensuring high standards of healthcare and of medicinal products or medical devices
Archiving purposesinthe publicinterest, orscientificand historical research purposes or statistical
purposesinaccordance with a basisinlaw

Where the Trust relieson:

‘Performance of contract’ to process a child’s data, the academy considers the child’s competenceto
understand what they are agreeingto, and to enterinto a contract.

‘Legitimate interests’ to process a child’s data, the academy takes responsibility foridentifying the risks
and consequences of the processing, and puts age-appropriate safeguardsin place.

Consentto process a child’s data, the academy ensures that the requirements outlined in section 6are
met, and the academy does not exploitany imbalance of powerinthe relationship between the school
and the child.

8.Consent

Consent must be a positive indication expressly confirmed in words. It cannot be inferred from silence,
inactivity, a positive action without words or pre-ticked boxes. Consent willonly be accepted whereitis
freely given, specific, informed and an unambiguous indication of the individual’s wishes. Consent can
be withdrawn by the individualatany time.
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8.1

8.2

Where consentis given, arecord will be keptdocumenting how and when consent was given, and what
the data subject was told.

The Trust ensures that consent mechanisms meet the standards of the UK GDPR. Where the standard of
consentcannotbe met, an alternative legal basis for processing the datamust be found, or the
processing must cease. Consentaccepted underthe DPA will be reviewed to ensure it meets the
standards of the UK GDPR; however, acceptable consent obtained underthe DPA will not be reobtained.
Where the academy opts to provide an online service directly to achild, the childisaged 13 or over, and
the consent meetsthe requirements outlined above, the academy obtains consentdirectly from that
child; otherwise, consentis obtained from whoever holds parental responsibility forthe child, except
where the processingisrelated to preventative or counselling services offered directly to children. In all
otherinstances with regards to obtaining consent, an appropriate age of consentis considered by the
school on a case-by-case basis, taking into account the requirements outlined above.

9. Information Security

9.1.
9.11

9.2.

9.2.1.

9.3.

9.3.1L

9.4.

9.4.2.

9.5.

Objective
The information security objective isto ensure that the Trust’sinformationis protected against
identified risks so thatit may continue to deliverits services and obligations to the community. It seeks
to ensure thatany security incidents have aminimal effect onits business and academicoperations.
Responsibilities
The Headteacher/Principal of the local academy has direct responsibility for maintainingthe enforcing
of this policy/procedure and forensuring that the staff of the local academy adherestoit.
General Security
Itisimportantthat unauthorised peopleare not permitted access to Trust information and that we
protect against theft of both equipment and information. This means that we must pay attention to
protecting our buildings against unauthorised access. Staff must:

a. Notreveal pinnumbers orbuilding entry codesto people that you do notknow or who

cannot prove themselvesto be employees;
b. Beware of people tailgatingyouinto the building or through a security door;

o

If you don’tknow who someone is and they are not wearing some form of
identification, ask them why they are in the building;

d. Notpositionscreensonreception desks where members of the publiccould see them;

e. Locksecure areaswhenyouare not inthe office;

f. Notletanyone remove equipmentorrecords unlessyou are certain whothey are;

g. Ensurevisitors and contractorsin Trust buildings always signin avisitor’s book.
Security of Paper Records
8.4.1. Paperdocumentsshould always be filed with care inthe correctfilesand placedin the correct
placeinthe storage facility.
Records that contain personal data, particularly if the information is sensitive should be locked away
when notin use and should not be left open oron desks overnight or whenyou are not in the office.
Additionally, staff must:

a. Alwayskeeptrack of filesand who has them;

b. Notleave filesoutwhere others mayfind them;

c. Not,where afile contains confidential or sensitive information, giveitto someone else

to look after.

Security of Electronic Data
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9.5.1.

9.5.2

9.5.3.
9.5.4.

9.6.
9.6.1.

9.6.2.

9.6.3.
9.6.4.

9.6.5.

Most of our data and informationis collected, processed, stored, analysed and reported electronically.
It is essential that our systems, hardware, softwareand datafiles are kept secure from damage and
unauthorised access. Staff must:

a. Preventaccesstounauthorised people andtothose who don’t know how to use an
item of software properly asitcould resultinloss of information and a breach of data
leadingtoa subsequentfine for both academy and Trust;

b. Keepsuppliers CDs/USB storage devices containing software safe and locked away and
alwayslabelthem soyou do notlose themin case they needto be re-loaded,;

c. Ensurethat whenwe buya license forsoftware, it usually only covers a certain number
of machines. Note: Make sure thatyou do not exceed this numberasyou will be
breaking the terms of the contract.

Passwords are a critical element of electronicinformation security. All staff must manage their
passwordsina responsiblefashion and should not:

a. Writeitdownandkeepitin an easily accessible place;

b. Give anyone yourpassword;

All staff mustensure that:

c. The passwordshouldbe at least 8 characters including upperand lower case;

d. Theessential rules are thatyour passwordis somethingthatyou can rememberbut not
anything obvious or predictable(e.g. “password”) oranything that people could guess
easily (e.g. yourname);

e. The password Include numbersaswell aslettersinthe password;

f. Theytake care that no-one cansee you type inyour password;

g. Theychange the passwordregularly and use multi factorauthenticationtofurther
strengthen security as part of the security factor offered by their ICT provider. Also you
must change the password if you think that someone may know whatitis.

You can be held responsible for any malicious acts by anyone towhom you have given your password.
Many database systems, particularly those containing personal datashould only allow a level of access
appropriate to each staff member. The level may change overtime.

Use of E-Mail and Internet

The use of the Trust’s e-mail system and wider Internet use is for the professional work of the Trust.
Reasonable personal use of the systeminamember of staff’s own time is permitted but professional
standards of conductand compliance with the Trust’s wider policies are arequirement wheneverthe e-
mail or Internetsystemis being used. The Trust uses afiltered and monitored broadband service to
protect our pupils. Deliberate attempts to access websites that contain unlawful, pornographic,
offensive orgambling contentare strictly prohibited. Staff discovering such sites on the system must
reportthisto theirline managerimmediately. The Headteacher/Principal willensurethat the sites are
reported tothe broadband providerforfiltering.

To avoid a computervirus arriving overthe Internet, do not open any flashing boxes orvisit personal
websites.

Filterand save important e-mails straight away.

Unimportant e-mails should be deleted straight away for example spam or unwanted subscription
emails.

Do not send information by e-mail which breaches the General Data Protection Regulations. Check
before sendingthatif the email contains personally identifiable information that the informationis
being processed lawfully, complies with the Privacy Notice (See Appendix 3) and if in doubt contact the
Trust Data Protection Officer. Do not write anythingin an e-mail which could be considered inaccurate
or offensive, and cannot be substantiated.
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9.7.
9.7.1.

9.7.2.
9.7.3.
9.7.4.

9.8.
9.8.1.

9.8.2.

9.8.3.

9.8.4.

9.8.5.

9.9.
9.9.1.

9.10.
9.10.1.

9.10.2.

ElectronicHardware

All hardware overthe minimum threshold (see Finance Policy) held within Trust should be included on
the assetregister;

Whenan itemisreplaced the registershould be updated with the new equipment.

Do not letanyone remove equipment unlessyou are sure thatthey are authorised todo so.

In non-secure areas, consider using clamps or other security devices to secure laptops and other
portable equipment to desktops.

Homeworking Guidance

If staff work outside of the Trust or at home, all of the principles contained in this policy/procedure still
apply. However, working outside of the Trust presentsincreased risks for securing information. The
following additional requirements apply:

a. Do not access confidential information whenyouareina publicplace, such as a train,
where you may be overlooked;

b. Do not have conversations about personal or confidential information on your mobile
whenina publicplace. Ensure that, if urgent, you have your conversationin aseparate
room or away from other people;

If you use a laptop or tabletor smart phone:

a. Ensurethatitislockedandpassword protectedto prevent unauthorised access;

b. Make sure that youdon’tleave yourdevice anywhereitcould be stolen. Keep it with
you at all timesand secure itwhenyou are inthe Trust. Any loss of data mustbe
immediately reported to the Trust Data Protection Officer as confirmed breaches of
data have to be reported to the ICO within 72 hours and this timeframe is not 3 working
days but willinclude the weekend.

c. Dataheld mustbe encrypted (eitherthe laptop orexternal storage —see 9.8.3)

Any portable device or memory stick that contains personal data must be encrypted. Personal data may
not be taken off the Trust’s site or put onto a portable device withoutthe express permission of the
Headteacher/Principal. Taking personal data off-site on a device ormediathatis notencrypted could be
a disciplinary matter

When working on confidential documents at home do not leave them lyingaround where others may
see them; dispose of documents usingashredder.

If you are using yourown computer, ensure that others cannot access documents. Itis recommended
that you access the documents on an encrypted device (rather than transfe rringthem onto your
computer). If youdo needto transfer documents onto your computer, when you have completed
working onthem transferthem back to the Trust’s system or encrypted storage device and delete them
from your computer (including emptying the ‘recyclebin’). Itis forbidden to use acomputerowned by
you, otherthan forshort periods specified above, to hold personal dataabout pupils or staff of the
Trust.

Audit of Data Access

Where possible oursoftware specifications will include the function to audit access to confidential data
and attribute access, including breaches of security, to specificusers.

Data Backup

The Trust has reviewed its procedures for ensuring that all critical and personal datais backed-up to
secure online (off physical site) storage.

Data backup should routinely be managed on arolling daily process to secure off-site areas.
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10.

10.1.

10.2.

10.3.

10.4.

11.
11.1.

11.2.

11.3.

12.
12.1.

12.2.

12.3.

12.4.

12.4.1.
12.4.2.

12.4.3.

12.5.
12.5.1.

12.5.2.

12.5.3.

Disposal of Information

Paperrecords should be disposed of with care. If papers contain confidential orsensitiveinformation
shredthem before disposing of them. Particular care must be taken when selecting papersto be placed
ina recycling bin.

Computers and hardware to be disposed of must be completely ‘wiped’/‘cleaned’ before disposal. Itis
not enoughjusttodelete all the files.

It cannot be assumed that simply deletingafile will preventit beingrecovered from electronic media.
Electronicmemory containing personal information or sensitive personal information must be
electronically scrubbed or physically destroyed.

Where a third-party contractor holds personal information on behalf of the Trust (e.g. payroll provider),
the Trust will agree and document an appropriate allocation of information security roles and
responsibilities to ensure the contractor fulfils their obligations as Data Processorunderthe UK GDPR.

Subject Access Requests

Requests from parents or pupils foraccess to personal data or educational records will be dealt with as
describedin Section 6and usingthe Trust SARtemplate (Appendix 4)

Trust staff may have access to their personal data within one calendar month of a requestand at no
charge.

The Trust will maintain adocumented record of all requests for personal information with details of who
dealt with the request, whatinformation was provided and when, and any outcomes. The record will be
usedifthereisasubsequentcomplaintinrelationtothe request.

Sharing Personal Information

The Trust only shares personal information with other organisations where there is alegal requirement
to do so or the organisation has been contracted by the Trust to carry out a function of the Trust.

The Trust is required, for example, to share information with the Department for Educationand the
Education Funding Agency. Under certain circumstances, such as child protection, we may also be
requiredto share information with Children’s Social Services orthe Police.

Because our pupils are of school age, theirown right to access theirown personal information held by
the Trust will be typically, but not always, exercised through their parents or guardians (see Section 6)
unlessthey have reached the age of 13 years.

The Headteacher/Principal will be responsible forauthorising the sharing of datawith another
organisation. The principle in authorising the sharing of data will take account of:

Whetheritislawful toshare it (following guidance from the Trust Data Protection Officer);
Whetherthere is adequate security in place to protect the information whileitis beingtransferred and
then held by the otherorganisation;

Include inthe Privacy Notice a simple explanation of who the information is being shared with and why.
Considerations regarding the method of transferring datashould include:

If personal data is sent by e-mail then security willbe threatened. You may need to check that the
recipient’s arrangements are secure enough before sendingthe message. The data may also need to be
password protected and the password sent separately. You should also check thatitis goingto the
correct e-mail address.

Circulare-mails sentto parents should be sent bcc(blind carbon copy) so thatthe e-mail addresses are
not disclosed to everyone.

Similar considerations apply to the use of fax machines. Ensure that the recipient will be present to
collecta fax whenitissentand that it will not be left unattended on theirequipment.

Trust Data Protection, Subject Access, Information Security & Freedom of Information Sept 2021 Page 13 of 32



12.5.4.

13
13.1

13.2

14.
14.1.

14.2.
14.2.1.

14.2.2.
14.2.3.

15.
15.1.

16.
16.1.

16.2.

16.3.

16.4.

17.
17.1.

If confidential personal datais provided by papercopyitis equallyimportantto ensure thatitreaches
the intendedrecipient.

Personal Data Breach

A personal data breach refersto a protection breach thatresultsinthe loss, destruction, alteration,
unauthorised disclosure, oraccess to, personal data. In many cases reporting of a data breachis
mandatory.

If a breach of personal data occurs or is suspected to have occurred, academies must report this
immediately viathe Trust website —staff secure area. This will automatically be routed to the DPO for
review. (See Appendix 1for Internal Breach Reporting Procedures ) Arisk assessmenttemplate (see
Appendix 2) will be completed by the Data Protection Officer and returned to the academy with further
advice and guidance and/or confirmation of reporting to the Information Commissioners Officer by the
individualacademy/Trust Data Protection Officer.

NB The Trust has up to 72 hours from the time it has established a breach has occurred, to report the
breach to the Information Commissioners Office (SA)

Websites

The Trust website willbe used to provide importantinformation for parents and pupilsincluding our
Privacy Notice and our Freedom of Information publication scheme.

Where personal information, includingimages, are placed on the website the following principles apply:
We will notdisclose personal information (including photos) on awebsite without the consent of the
pupil, parent, and member of staff or Governor as appropriate (see sections8and 16.1.);

Comply withregulations regarding cookies and consent fortheiruse;

Our website design specifications will take account of the principles of data protection regulations.

CCTV

The Trust uses CCTV and this has been notified to the Information Commissioners Office along with the
purpose of capturingimages using CCTV. The Trust appreciates thatimages captured on CCTV constitute
personal information underthe GDPR.

Photographs

The academy will comply with the UK GDPR and request parents’ / guardians’ / staff permission before
takingimages of pupils ormembers of the Trust. Subsequently, if permission has been granted, the
Trust may use photographicimages of pupilsin publicly available media such as websites, newsletters or
the academy prospectus. Also see sections 8. and 14.2.

Images recorded by parents using theirown personal equipment of theirchildinaschool play or activity
for theirown family use are not covered by data protection legislation.

To respecteveryone’s privacy, and in some cases protection, images should not be published / made
publicly available on social networking sites, norshould parents / carers comment on any activities
involving other pupilsin the digital / videoimages (see Online Policy on our website).

All otheruses by the Trust of photographicimages are subject to current data protection regulations.

Processing by Others
The Trust remains responsible forthe protection of datathatis processed by anotherorganisationonits
behalf. As part of a contract of engagement other organisations that process data on behalf of the Trust
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will agree and document an appropriate allocation of information security roles and responsibilities to
ensure the contractor fulfils their obligations as Data Processor underthe GDPR.

18. Training
18.1. The Headteacher/Principal will ensure that all staff are adequatelytrained to understand their
responsibilitiesin relation to this policy and procedures.

19. Freedom of Information Publication Scheme

19.1. Inline withthe Freedom of Information Act the Trust will provide its Approved Publication Schemeon
itswebsite. Valid written requests under the Freedom of Information Act will normally be responded to
within 40 calendar days, although we will endeavour to respond quicker.

Information to be published How the information can be obtained Cost

Class 1- Who we are and what we do

Who’swhoin the school School Prospectus / Website Free
Who's who on the governing body and School Prospectus / Website Free
the basis of theirappointment

Scheme of Delegation RequestviaHead Office Free
Contact details forthe Head teacher— School Prospectus / Website Free
telephonenumberand email address

School prospectus School Office / e-mail / Website Free
Staffing structure Website Free

Class 2— What we spend and how we spend it
(Financialinformation relating to projected and actualincome and expenditure, procurement, contracts and

financial audit)
Annual accounts Trust Website Free
Value for Money statement Trust Website Free
Pay policy Trust Website Free
Governor/ trustee allowances policy Trust Website Free
Finance policy Trust Website Free

Class 3 — What our priorities are and how we are doing
(Strategies and plans, performance indicators, audits, inspections and reviews)

The latest full Ofsted reports Website Free
Monitoring and evaluation of T&L Website Free
School profile Government supplied Website Free

performance data
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Class 4 — How we make decisions

(Decision making processes and records of decisions) Current and previous three years as a minimum

Admissions policy (notindividual
admission decisions)

Agendas of meetings of the local
governingbody and (if held) its
committees

Minutes of meetings (as above) —n.b. this
will excludeinformation thatis properly
regarded as private tothe meetings.

Class 5 - Our policies and procedures

Trust and Academy Website

Website

Website

Free

Free

Free

(Current written protocols, policies and procedures for delivering our services and responsibilities). Current

information only

School policies / procedures including:

Chargingand remissions policy
Health and Safety

Complaints

Staff bullying & harassment

Staff discipline, conductand grievance

Staff appraisal

Lone working
Recruitment & selection
Medical / medicines for pupils
Staff whistleblowing
Capability

Child protection & safeguarding
Allegations of abuse against staff
Anti-bullying (pupils)
Home-school agreement
Curriculum

Sex education

Staff leave of absence

Special educationalneeds
Accessibility plan
Collectiveworship

Religious education

Pupil discipline / behaviour
Sickness absence management
Staff wellbeing

Online

Trust Website
Trust Website
Trust Website
Trust Website
Trust Website
Trust Website
Trust Website
Trust Website
Trust Website
Trust Website
Trust Website
Trust Website
Trust Website
Trust Website
School Prospectus / Website
School Prospectus / Website
School Prospectus / Website
Trust Website
Trust and Academy Website
Trust Website
Trust Website
Trust Website
School Prospectus / Website
Trust Website
Trust Website
Trust Website

Data protection (includinginformation security, Trust Website

freedom of information and subjectaccess

requests)

Class 6 — Lists and Registers

Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
Free
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Curriculumcirculars and statutory instruments  Website/ Newsletters Free
Anyinformationthe schooliscurrentlylegally = Hard copy 10p/sheet
requiredtoholdin publicly availableregisters

(This will notordinarily include the attendance

registeras publishing would normally breach

data protection principles)

Class 7 — The services we offer
(Information about the services we offer, including leaflets, guidance and newsletters produced for the public
and businesses) Current informationonly

Extra-curricularactivities Prospectus /Website / Free
Out of school clubs Newsletters Free
Leaflets books and newsletters Prospectus/Website / Free

Newsletters
Website/ School Office

Schedule of charges
Thisdescribes how the charges have been arrived at and should be published as part of the guide.

Type of charge Description Basis of charge

Disbursement cost Photocopying/printing @ 10p Approx. cost
persheet (black and white)

Postage Royal Mail standard 2" Class Actual cost

Contact details

Chief Executive Officer
DNEAT

Orchard House

Hall Lane

East Tuddenham

NR20 3LR

Tel:01603 550150
www.dneat.org

Data Protection Officer

Diocese of Norwich Education Services Company
Sharon Money

Orchard House

Hall Lane

East Tuddenham

NR20 3LR

Tel: 01603 550150
sharon.money@donesc.org
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Appendix 1 Reporting an Internal Data Breach

Data breach identified

Academy Staff arealogin
Select Data Protection from drop down list

Complete online form DB19 Reporting a Data
Breach

Breach confirmed
reportable by Trust
DPO

Data Subject Advice and

informed/ICO report guidance given by
completed DPO
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Appendix 2
Risk assessment/confirmation of reportable breach completed by DPO

Recital 85 of the GDPR statesthat :

“A personal data breach may, if not addressedinanappropriate and timely manner, resultin physical, material
or non-material damage to natural persons such as loss of control overtheir personal dataor limitation of their
rights, discrimination, identity theft orfraud, financial loss, unauthorised reversal of pseudonymisation, damage
to reputation, loss of confidentiality of personal data protected by professional secrecy orany othersignificant
economicorsocial disadvantage to the natural person concerned.”

This meansthat a breach can have a range of adverse effects onindividuals, which include emotional distress,

and physical and material damage. Some personal data breaches will notlead torisks beyond possible
inconvenience tothose who need the datato do theirjob. Other breaches can significantly affectindividuals
whose personal datahas been compromised. You need to assess this case by case, looking at all relevant

factors.

Actions undertaken by Lyng Church of England Primary Academy

[insertactionstakenintime/date orderand by whom]

Risk assessment undertaken [insert date] by the Trust DPO

Usingthe following Risk Rating your case hasbeen deemed to be Low/Medium/High [delete as applicable] and
itisthe recommendation of the DPO thatin this case this breach is/is notreportable [delete asapplicable] to

the ICO
Rating 0 1 2 3 4 5 6
Damage to Damage to
an an
No T Damage to
. individual'sAcademy/ &
significant . The
. reputation.[Trust Damage to
reflection . Trust/Chur
reputation. , the Trust/
on any . Damage to the Trust’s ch of Monetary
N Possible Some local ; ,_ [Church of
. |individual . . reputation. England’s penalty
Reputation media or national . .~ |[England/Na
orbody | . Low key local or national reputation. . Imposed
. interest  subject . tional
Media e media coverage. . by ICO.
) (e.g. specific media
interest . . Local
ver prominent media media coverage.
.y memberofinterest that
unlikely. coverage.
the Trust may notgo
involved). public.
Minor breaPotentially Serious . Serious breSerious bre o
. Y . Serious breach of . . Restitution
ch of serious potential . . ach with  |ach with .
. . confidentialitye.g. upto . . to injured
. confidentiabreach.  breachand R eithera  |potential .
Clients . . 100 individuals affected . parties.
. lity. Lessthan risk . . particular for ID theft
potentially . . [and/oridentifiableor o Other
Onlya five assessed hig . sensitivity lor over e
affected . N particularly Liabilities.
single individualsh (e.g. o . (e.g.sexual|1000 -
o sensitiveie redundancies/r . Additional
individual [affected, unencryptedestructurin or mental |individuals securit
affected. |orrisk sensitive/he & health affected. y
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assessed althrecords details, or Legal

as low (e.g.lost) Up to up to 1000 costs.
fileswere 20 individuals
encrypted)individuals affected.
affected.
Maintain !\/Iamtam Maintain Ma|nta|n
i internal |, internal
internal . linternal .
. communic . _lcommunic
. . . communicat . communical .,
Maintain | ationsto | ationsto
. ionsto the tionsto the
internal the MAT the MAT
. staff MAT CEO
L communic L CEO Trust CEO Trust
Maintain Stions to members/ |Maintaininternal Board/DiocTrUSt Board,/Dioc
internal the staff MAT CEO |communicationstothe o Board/Dioc oc
Communicacommunic GDPR/Trust |MAT CEO Trust Board . ese Bishops|_.
. . members/ . . } Bishops Bishops
tions ationsto ee/ Bishops |Bishops Press Officer./ Also Press
MAT CEO . e Press . Press
staff GDPR Press inform the individuals Officer./ Officer./. Officer./
members . Officer. Alsolaffected aswell asthe ICO. " JAlsoinform o
Trustee/Bis| Also Also
informthe I e .
hopsPress| . . informthe [ . . informthe
. individuals L individuals |, . .
Officer. individuals individuals
affected as affected as
affected as affected as
well asthe well asthe
1CO well asthe ICO well asthe
’ I1CO. ' ICO.

Appendix 2a Staff Privacy Notice

Trust wide Privacy Notice for Staff
How academy workforce information is used

Who processes your data?

The academy is the data controller of the personal information you provideto us. This means they determine
the purposesforwhich, and the mannerin which, any personal datarelating to staffisto be processed. A
representative of the academy, [insert name of individual], can be contacted on [insert phone number or email
address].

Sharon Money Head of Operationsisthe Trust Data Protection Officer. Herrole isto oversee and monitorthe
academy’s data processing practices. This individual can be contacted on 01603 550150 or by email at
sharon.money@donesc.org

Where necessary, third parties, such as the Trust payroll provider, may be responsible for processing staff
members’ personal information. Wherethisisrequired, the academy places data protection requirements on
third party processorsto ensure datais processedin line staff members’ privacy rights.

What categories of information are processed?

The categories of personal information that we process include the following:
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e Personalinformation—e.g.name, employee orteacher number, address, NI number

e Characteristicsinformation —e.g. gender, age, ethnicgroup,

e Trade Union Membership e.g. direct debit of membership fees from salary

e Relevantmedical information e.g. pre existing health conditions,

e Disclosure and Barringinformation e.g. prohibition checks

e Payrollinformationincluding bank account details

e Contract information—e.g. start date, hours worked, post, roles and salary information
e Work absence information —e.g. number of absences and reasons forabsence

o Performance managementinformation e.g. observation of teaching

e Qualificationsand, where relevant, the subjects taught

This list is not exhaustive — to access the current list of information the academy processes, please see the
academy’s electronic Data Information Asset Register which can be found [insert location].

Why do we collect and use your information?

Underthe UK General Data Protection Regulation (UK GDPR) the academy has the legal rightand a legitimate
interestto collectand process personal data relating to those we employ to work at the academy, or those
otherwise contracted to work at the academy. We process personal datain orderto meetthe safeguarding
requirements setoutin UK employmentand childcare law, including those in relation to the following:

e AcademyFunding Agreement

e Academy’slegal framework

e SafeguardingVulnerable Groups Act 2006

e The Childcare (Disqualification) Regulations 2009

e PublicSectorreporting requirementsincluding monitoring of equal opportunities
Staff members’ personal datais also processed to:

e assistinthe runningof the academy

e enableindividualsto be paid

e enablethe development of a comprehensive picture of the workforce and how itis deployed
e informthe development of recruitmentand retention policies

e informfinancial planningand modelling

If staff members fail to provide their personal data, there may be significant consequences. Thisincludes the
following:

Employmentchecks

Failure to provide the academy with ample proof of a right to work in the UK will preventemploymentat name
of academy.

Employeesfoundtobe workingillegally could face prosecution by law enforcement officers.

Salary requirements:

Failure to provide accurate tax codes and/or national insurance numbers could lead to issues of delayed payments
or an employee paying too much tax.

Discretionary leave of absence/emergencies/unpaid leave:
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Failure to provide accurate contact data and completion of record of requestsforunpaid leave could impact on
LGPS pensionable services and options for making up lost contributions. It could also impact on paid sick leave
and/or statutory sick pay if accurate personal datais not provided.

Additional Employment

Failure to provide the academy with accurate personal data on any additional work undertaken outside the
employee’s contract of employment with the Trust could lead to a breach of the Trust Code of Conduct resulting
indisciplinary action.

Compliance with Trust policies

Failure to provide the academy with accurate personal data required under Trust policies and procedures,
includinginvestigationsinto staff conduct, could lead to disciplinary action against the staff member.

Underthe GDPR, the legal basis/baseswe rely on for processing personal information for general purposes under
Article 6 of the GDPR are:

e Contractual

e legal obligations placed onthe academy/Trust

e Vitalinterestssothat processingis necessary to protectsomeone’s life

e Dutiesplaced onapublicauthorityprocessing datato performapublictask e.g.to educate and safeguard
children

In addition, concerning any special category data:

e Toinformandsupportour Equal Opportunity policy and procedures
e To complywiththe PublicSector Equality Duty

How do we collect your information?

We collectyour personal information viathe following method:

e Applicationforms

e Preemploymentchecklistand contract

e Fitnotesand medical reportssuch as occupational health
e Referencerequests

e PassportID or otherRightto Work documentation

e Writtenfeedback on performance management

Whilst mostinformation you provide to usis mandatory, some of itisrequestedon avoluntary basis. Use of staff
images at Trust/academy training events, staff photographs with classes or at sports/curriculum/celebration
events may also be used and shared on the academy/Trust social media accounts as well as the academy website
and prospectus. We keep a record of your consent (see Academy Workforce consent form -Use of Images) on
your personnel files. Consentis not required to hold a copy of your digital image as proof of identity to fulfil Safer
Recruitmentrequirements and Keeping Children Safe in Education. We will inform you at the point of collection
whetheryouare required to provide certain information to us or if you have a choice.

How do we store your information?

Your personal information is retained in line with the Trust Data Retention Policy, which can be found on the
Academy/Trust website [insertlink here]
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Further information on how we securely store data see the Trust Data Protection Policy and the Trust Online
Safety Policy

Who do we share your information with?

We routinely share yourinformation with:

The Local Authority
EPM our HR payroll provider
[ifin a federationinsertthe name here]

The DfE

Why do we share your information?

We do notshare information about you with anyone without your consent, unless the law and our policies allow
us to do so.

We are required to share information about our school workforce with our LA under section 5 of the Education
(Supply of Information about the School Workforce) (England) Regulations 2007 and amendments.

We are required to share information about you with the DfE under section 5 of the Education (Supply of
Information about the School Workforce) (England) Regulations 2007 and amendments.

Allinformation we share with the DfEis transferred securely and held by the DfE underacombination of software
and hardware controls which meet the current government security policy framework.

How does the government use your data?
The workforce information that we lawfully share with the DfE through data collections:

e Informs the DfE’s policy on pay and the monitoring of the effectiveness and diversity of the school

workforce.
e Linksto school fundingand expenditure.

e Supportslongerterm research and monitoring of educational policy.

You can find more information about the data collection requirements placed on us by the DfE by following this
link https://www.gov.uk/education/data-collection-and-censuses-for-schools.

The DfE may share your information with third parties who promote the education or wellbeing of pupils orthe
effective deployment of staff by:

e Conductingresearch oranalysis.
e Producingstatistics.
e Providinginformation, advice or guidance.

The DfE has robust processesin place to ensure that the confidentiality of personalinformation is maintained and
there are controls in place regardingaccess to and use of the information. The DfE makes decisions on whether
they will share personal information with third parties based on an approval process, where the following areas
are consideredindetail:

e Whoisrequestingthe information?
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e The purpose forwhichthe informationis required.
e Thelevel andsensitivity of the information requested.

e Thearrangementsinplace to securely store and handle the information.

To have access to school workforce information, organisations must comply with strict terms and conditions
coveringthe confidentiality and handling of information, security arrangementsand retention of the information.

How to find out what personal information the DfE holds about you

Under the data protection legislation, you are entitled to ask the DfE what personal information it holds about
you. You have the right to ask the DfE:

e foraccesstoinformationaboutyouthatwe hold

e to haveyourpersonal data rectified, ifitisinaccurate or incomplete

e torequestthe deletion orremoval of personal datawhere there isno compelling reason forits
continued processing

e torestrictour processingof your personal data(i.e. permittingits storage but no further processing)

e toobjectto direct marketing (including profiling) and processing forthe purposes of scientific/historical
research and statistics

e notto besubjecttodecisionsbased purely onautomated processingwhere it producesalegal or
similarly significant effectonyou

To exercise theserights, you should make asubjectaccess request. Information on how to do this can be found
by following this link: https://www.gov.uk/government/organisations/department-for-

education/about/personal-information-charter

You can also contact the DfE directly using its online contact form by following this link:
https://www.gov.uk/contact-dfe

What are yourrights?
You have specificrights to the processing of your data; these are the right to:

e Requestaccesstothe information the school holds about you.

e Restrictour processing of your personal data, i.e. permittingits storage but no further processing.

e Objectto direct marketing (including profiling) and processing for the purposes of scientific/historical
research and statistics.

e Haveyour personal datarectifiedifit’sinaccurate orincomplete.

e Not besubjectto decisions based purely on automated processingwhere it produces a legal or similarly
significant effectonyou.

e Requestthe deletion orremoval of personal datawhere there is no compelling reason for the continued
processing.

e Seekcompensation, eitherthroughthe ICO orthe courts if the relevant criteria met.

If you want to request access to the personal information, we hold about you, please contact [insert name of
academy headteacher or Trust DPO]

If you are concerned about the way we are collecting or using your information, please raise your concern with
the Trust Data Protection Officer in the firstinstance. You can also contact the ICO at https://ico.org.uk/concerns/.

How to withdraw consentand lodge complaints
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Where our academy processes your personal data with consent specific to use of digital images as noted in the
consentform below, you have the right to withdraw your consent atany time.

If you change your mind or are unhappy with how our school usesyour personal data, you should let us know by
contacting the Trust DPO Sharon Money via email on sharon.money@donesc.org

Declaration
I, name of staff member, declare that| understand:

e The categories of my personal information insert name of academy/Trust collects and uses.

e Theacademy has a lawful basis for collecting and using my personal information.

e The academy shares my information with the DfE, LA and otherstated organisations.

e The academy does notshare information about me with anyone without my consent, unless the law and
our policiesallow ustodo so.

e My informationisretainedinlinewith the Trust’s Data Retention policy and procedures.

e My rightsto the processing of my personal information.

Name of staff member:

Signature of staff member:

Date:

| also give/do not give consent forthe academy/Trust to use my images at Trust/academy training events and at
celebration events. | understand the academy/Trust may share these images on the academy social media account
and prospectus.

Signature of staff member:

Date:

For academy use only

Date privacy notice last updated:
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Appendix 3 Trust Privacy Notice for Parents and Guardians

Privacy Notice for Parents

How we use pupil and student information

Who isresponsible for this information?

Lyng Church of England Primary Academy is the Data Controller for the use of personal data in this

privacy notice.

The categories of pupil information that we processinclude:

personal identifiers and contacts (such as name, unique pupil number, contact details and
address)

characteristics (such as ethnicity, language, and free school meal eligibility)

safeguarding information (such as court orders and professional involvement)

special educational needs (including the needs and ranking)

medical and administration (such as doctors’ information, child health, dental health, allergies,
medication and dietary requirements)

attendance (such as sessions attended, number of absences, absence reasons and any previous
schools attended)

assessment and attainment (such as key stage 1 and phonics results, post-16 courses enrolled
for and any relevant results)

behavioural information (such as exclusions and any relevant alternative provision put in place)

Why we collect and use pupil information:

The personal data collected is essential for the academy to fulfil their official functions and meet legal

requirements.

We collect and use pupil information for the following purposes:

a)
b)
c)
d)
e)
f)

to support pupil learning

to monitor and report on pupil attainment progress

to provide appropriate pastoral care

to assess the quality of our services

to keep children safe (food allergies, or emergency contact details)

to meet the statutory duties placed upon us by the Department for Education
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Under the General Data Protection Regulation UK (GDPR UK), the lawful bases we rely on for
processing pupil information are:

e for the purposes of a), b), c) and d) in accordance with the legal basis of Public task: collecting
the data is necessary to perform tasks that schools are required to perform as part of their
statutory function

e for the purposes of e) inaccordance with the legal basis of Vital interests: to keep children safe
(food allergies, or medical conditions)

e for the purposes of f) in accordance with the legal basis of Legal obligation: data collected for
DfE census information

e Section 537A of the Education Act 1996

e the Education Act 1996 s29(3)

e the Education (School Performance Information) (England) Regulations 2007

e regulations 5 and 8 School Information (England) Regulations 2008

e the Education (Pupil Registration) (England) (Amendment) Regulations 2013

In addition, concerning any special category data:

¢ inthe case of ethnicity and fingerprint information: condition a: the data subject has
given explicit consent to the processing of those personal data for one or more specified
purposes, except where Union or Member State law provide that the prohibition referred to in
paragraph 1 may not be lifted by the data subject

Collecting pupil information:

We obtain pupil information via registration forms at the start of each academic year. In addition,
when a child joins us from another school, we are sent a secure file containing relevant information.

Pupil data is essential for the academy’s’ operational use. Whilst most of the pupil information you
provide to us is mandatory, some of itis provided to us on a voluntary basis. In order to comply with
GDPR UK we will inform you at the point of collection, whether you are required to provide certain
pupil information to us or if you have a choice in this and we will tell you what you need to do if you do
not want to share this information with us.

Storing pupil data:

We hold pupil data securely for the set amount of time required according to the data retention
schedule.
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Who we share pupil information with:
We routinely share pupil information with:

¢ the school that the pupil attends after leaving us
e our local authority

e school support services

e the Department for Education (DfE)

e Local Authorities

Why we routinely share pupil information:

We do not share information about our pupils with anyone without consent unless the law and our
policies allow us to do so.

Department for Education:

We are required to share information about our pupils with the Department for Education (DfE) either
directly or via our local authority for the purpose of data collections, under:

e Section 537A of the Education Act 1996

e the Education Act 1996 s29(3)

e the Education (School Performance Information) (England) Regulations 2007
e regulations 5 and 8 School Information (England) Regulations 2008

e the Education (Pupil Registration) (England) (Amendment) Regulations 2013

All data is transferred securely and held by the DfE under a combination of software and hardware
controls, which meet the current government security policy framework.

For more information, please see ‘How Government uses your data’ section.
Local Authorities:

We may be required to share information about our pupils with the local authority to ensure that they
can conduct their statutory duties under

e the Schools Admission Code, including conducting Fair Access Panels

Requesting access to your personal data:

Under GDPR UK, parents and pupils have the right to request access to information about them that
we hold. To make a request for your personal information, or be given access to your child’s
educational record, contact the academy office or the Trust Data Protection Officer, Sharon Money, by
email at sharon.money@donesc.org or on 01603 550150.
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Depending on the lawful basis above, you may also have the right to:

e object to processing of personal data that is likely to cause, or is causing, damage or distress

e prevent processing for the purpose of direct marketing

e object to decisions being taken by automated means

e incertain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed;
and

e aright to seekredress, either through the ICO, or through the courts

If you have a concern about the way we are collecting or using your personal data, you should raise
your concern with us in the first instance by contacting the Trust Data Protection Officer or directly to
the Information Commissioner’s Office at https://ico.org.uk/concerns/.

Withdrawal of consent and the right to lodge a complaint:

Where we are processing your personal data with your consent, you have the right to withdraw that
consent. If you change your mind, or you are unhappy with our use of your personal data, please let us
know by contacting the academy office or the Trust Data Protection Officer, Sharon Money, by email

at sharon.money@donesc.org or on 01603 550150.

Last updated:

We may need to update this privacy notice periodically, so we recommend that you revisit this
information from time to time. This version was last updated on 17 March 2021.

Contact:
If you would like to discuss anything in this privacy notice, please contact:

e The Trust Data Protection Officer, Sharon Money, by email at sharon.money@donesc.org or on
01603 550150

How Government uses your data:

The pupil data that we lawfully share with the DfE through data collections:

e underpins school funding, which is calculated based upon the numbers of children and their
characteristics in each school

e informs ‘short term’ education policy monitoring (for example, school GCSE results or Pupil
Progress measures)
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e supports ‘longer term’ research and monitoring of educational policy (for example, how certain
subject choices go on to affect education or earnings beyond school)

Data collection requirements:

To find out more about the data collection requirements placed on us by the Department for
Education (for example, via the school census) go to:
https://www.gov.uk/education/data-collection-and-censuses-for-schools

The National Pupil Database (NPD):

Much of the data about pupils in England goes on to be held in the National Pupil Database (NPD).
The NPD is owned and managed by the Department for Education and contains information about
pupils in schools in England. It provides invaluable evidence on educational performance to inform
independent research, as well as studies commissioned by the Department.

It is held in electronic format for statistical purposes. This information is securely collected from a
range of sources including schools, local authorities and awarding bodies.

To find out more about the NPD, go to:
https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-
information

Sharing:

The law allows the DfE to share pupils’ personal data with certain third parties, including:

e schools

* |ocal authorities

e researchers

e organisations connected with promoting the education or wellbeing of children in England
e other government departments and agencies

e organisations fighting or identifying crime

For more information about the DfE’s NPD data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

Organisations fighting or identifying crime may use their legal powers to contact the DfE to request
access toindividual level information relevant to detecting that crime. Whilst numbers fluctuate
slightly over time, the DfE typically supplies data on around 600 pupils per year to the Home Office and
roughly 1 per year to the Police.
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For information about which organisations the DfE has provided pupil information, (and for which
project) or to access a monthly breakdown of data share volumes with Home Office and the Police
please visit the following website:
https://www.gov.uk/government/publications/dfe-external-data-shares

How to find out what personal information DfE hold aboutyou:
Under the terms of the Data Protection Act 2018, you are entitled to ask the DfE:

e ifthey are processing your personal data

e for a description of the data they hold about you

e the reasons they are holding it and any recipient it may be disclosed to
e for a copy of your personal data and any details of its source

If you want to see the personal data held about you by the DfE, you should make a ‘subject access
request’. Further information on how to do this can be found within the DfE’s personal information

charter that is published here: https://www.gov.uk/guidance/hmrc-subject-access-request.

To contact the DfE: https://www.gov.uk/contact-dfe.
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Appendix 4 Subject Access Request Template

Date

Dear

Subject Access Request
| acknowledge youremail/verbal request/letter on [insert date] foraSubject Access Requestin regard to xxxx.

Please note that | have to/have confirmed the identify of yourselfas the parent/guardian of the data subject
and, once confirmed, the academy has one calendar month to respond to your request from [insert date].

Please also note that any personally identifiable information relating to a third party whose consent to
disclosure of their personal information has not been given orinformation which may puta child at risk (under
safeguardinglegislation) will be redacted from any records given to you.

| require toyou undertake the following:

1. Please contact the academy to confirmif you wish forthe information to be suppliedin hard copy or
electronicformat.

2. Confirmthe Subject Access Requestisforthe followingrecords and please confirm  thisto the academy:
Obtain minutes from meeting xxxxxxx [insert what was requested]

Minutes/record of incident XXXxxxxx

The academy can then contact you whenthe informationisready and you can make arrangementsto collect
and signforthe records/orto have them securely transferred electronically.

Yours sincerely

Headteacher/Principal/Head of School
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